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I&A Features

The recent updates have streamlined access when it comes to managing your information in NPPES, PECOS, and
HITECHf you accessed any of these systems prior to Octob®2013, your existing account will still work
just as it did prevously, and has been updated to take advantage of the new features.

Create an Account

Depending on the type of user you are, and how you have setup your acd&4will allow you to access
various CMS computer systems such as NPPES, PECOS, anditdl pE@bira actions such as creating an NPI
or updating Medicare Enrollment information.

Retrieve and Reset Forgotten Usernames and Passwords

All Userswill have theability to retrieve forgotten user IDs and reset forgotten passwdhidsugh the online
tools, rather than contacting CMS External Users Services (EUS).

Unlock an Account

Users who lock their account by incorrectly entering the User ID and/or Password will have the opportunity to
unlock their account through the online tools, rather than awiing CMS ExternblserServices (EUS).

Register to access CMS Systems on behalf of your Organization

AuthorizedOfficialsand Access Managsiwill be able to add their Organization as an employer in I&A, in order
to accesECOSr HITECH on behalf teir Organizationor so their 8 Party Organization can work on behalf
of Providers.

Add and Manage Staff within your Organization

I&A allowsAuthorized Officialand Access Managsrto add and remové&taff fromtheir Organizationand
control the functons accessible to those staff.

Work in CMS Systems on behalfloidividual or OrganizationaProviders

I&A allowsits users toquickly and securely manage connections betwdadividual Providersr Organizational
Providers and their relationships witBurrogates whavork ontheir behalt

IMPORTANT NOTE:
Registering/Updating Information in the Identity & Access Management (I&A) System

Registering or updating information the 1&Asystem does not automatically enroll you in Medicare, register
you foran NPI, or perform any other actions or updates in the PECOS, NPPES, or HITECH systems.

If you created your account prior to Octob&2013, and the information shown under your profile information,
employers, or connections is not accurate pleasahls€&requently Asked Questions (FAQ) for more information
on how to update your information.
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Connections in the Identity & Access Management (I&A) System

Group Practices or any other Organization who act on behalf of Providers as Surrogates, andi@awerndie
Connetions to Individual ProvidersPd) in the ldentity & Access Management (I&A) system may experience an
issue when attempting to access records for these providNBREFRECOSr HITECH (R&AYnNtil a fix can be
implemented you can and any isues by reducing the number BEIthat any one Staff End User within your
Organization has connections to within 1&A. If a usgs @n behalf of 1,000 or led3slthey should not have any
issues accessing records WithRPERECOSr HITECHR&A).

What Type of User are You?

Review the terms Which termbest defines you and your organizatibDepending on your situation it may
change.

Individual Provider/Supplier

1 Anindividual that provides services thledicare beneficiaries angslibmitscaimsto Medicareand/or
reassigns benefits to a@rganizational Providefsuch as a group practice or hospitdiat submits
claims to Medicare on their behalé.g., Provider working for a Group Practice, or Solo Provider)

1 Must have or be eligible for ayfpe 1 NPI in NPPES.

Organizational Povider

1 An Organization that provides nadica itemsand/or servicesto Medicare beneficiaries(e.g, DMEPOS
Supplier, Physician Group Practice, Hosptal) that submits claimsto the Medicare Part Aand/or Part
B programs

1 Must have or be eligible for ype 2 NPl in NPPES.

3" Party Organization

1 A thirdparty organization (e.gbilling agency, credentialing consultant, or other staffing company)
that has business relationstsvith Individual Provides or Organizatonal Providesto work on their
behalf.

Authorized Official(AO)

f  An appointed official of a®rganizational Provideor 3" Party Organizatiorwith the authority to
legally bind that organizatioand conduct business on behalf of the organizatitihanOrganizational
Provider, alsoSy a dzNBS (G KS 2NBIFIyAT FdA2yQa O2YLX AlFyOS 4AGK
instructions.
9 Able toinitiate or acceptsurrogacyconnections, and manage staffh behalf of his or her
organization.
Access Manager (AM

T Anindividial, delegated by the Authorized Official of @nganizational Provideor 3* Party
Organization with the authority to legally bind the organizaticend conduct businesson behalf ofthe
organization If anOrganizational Provideralso ensure the orgahil G A2y Qa O2YLX Al yOS
statutes, regulations and instructions

9 Able to initiate or accepsurrogacyconnections, and manage staff on behalf of his or her
organization.
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StaffEnd Use(SEU)

1 Anindividual (e.g.CredentialingSpecialist, Office Meaager, etc) who has been approved by an
AuthorizedOfficialor an Access Managesf anOrganizational Provideor 3" Party Organizationpr
who has been approved by andividual Provider as an employee of that Organizatiooy is
employed by that Prodier.

1 An employee of aitndividual Provideror Organizational Providethat is authorized to access, view,
and modifyinformation within a ®Scomputer systemson behalf of their employer

Surrogate

1 AnOrganizaional Providerthat has a business relationip with anindividual Providerto access,
view, and modifyinformation within 1Scomputer systemson their behalf;
OR

1 AThird-Party Organizatiorthat has a business relationship with Brdividual Provideror
Organizational Provideto access, view, ananodify information within @1Scomputer systemson
their behalf.

What You Can Do?

Act on behalf ofa
Provider in CMS
systems

Representan  Manage Approve/Manage
Organization Staff Connections

Role

Individual Provider

Authorized Official

Access Manager

StaffEnd User

Surrogate

04/21/2020 5



Identity & Access System Quick Reference Guide

Examples - Setting Up Your Account and Gaining Provider Access

CreateYourAccount

If you havereceived arinvitation Email containing a PINandyo@d/ Qi &8 SG K I @ Solldwyhe L 3 !
instructions in sectiofow New I&A Uses Register from a Staff End Users (SBUMAccess ManagdAM)

Invitation.

If you have received almvitation Email cantaining a PINind you alreadyave an I&A accountollow the
instructions in sectiofow anExisting 1&8A User Responds @ Staff End Users (SEQHAcess Manage(AM)
Invitation Access Manager (AM)

page
Y Create Account Now button or selectthe registerlink on the 1&A login

andyou will be navigated to the User Registration page.

CCMSS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Sign In One account to access multiple systems

* indicates required field(s) Create one account with the Identity & Access Management
System to manage access to NPPES, PECOS, and EHR incentive

* User ID:

programs, manage staff, and authorize others to access your

* Password:

Use this system to register for

swn )] DECOS e iy
Ny

current enrollment information.

? N Ol
? E t P d . .
orgot Passwor Register to receive EHR

Retrieve Forgotten User ID ( incentive payments for eligible

H professionals and hospitals that

Enter your PIN e ) adopt, implement and upgrade
or demonstrate meaningful use
with certified EHR technology.

| [ | )
7T 1 Use this system to apply for

and manage Maticnal Provider
Identifiers (NPIs).

National Plan & Provider Enumeration System

Quick Reference Guide Frequently Asked Questions
/A; Overview of features and tools F Answers to common questions about registration, who

to manage your account. A should register, and how to manage your account.
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2. Enter your email address and the text seen in the image on the User Registration page. If you have
trouble seeing the image you can either select thedridb Audio link or select the

@ icon to have the image refreshed
R g |

Once you have successfully entered the required data, sele@uhenitbutton

/(:/I\; S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

User Registration

* indicates required field(s)

A\ Note: The e-mail address provided must be a
unigue e-mail address for you, and will be the
e-mail address used to contact you regarding
your user account.

= Quick PoF Frequently
[ Reference i Asked
# E-mail Address: . Guide A Questions
Overview of features Answers to common
#* Confirm E-mail Address: and tools to manage questions about

your account. registration, who should
| | register, and how to
manage your account.

Listen to audio

* Enter the text from the image above:

Y |
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3. Enter the required data on the User Security page and selecCtrginuebutton.
Security Questions andh8wers cannot be duplicated. You must select 5 different questions, each

having a unique answedifferent from the other 4 answers).

CM S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

User Registration - User Security

— U

M
=}
=N

Step 1 M step 2 M step 3 &l
User Security ser Info M .

]

# indicates required field(s)

User ID Compliance:

* User ID: * Must be 6-12 alphanumeric characters and unigue within the Identity &

Access Management System and NPPES.

| | * Must not contain more than four numeric characters, any spaces, or any
special characters.

* Must not contain personally identifiable information such as SSN or NPI.

* Password:

| | Password Compliance:
Must be 8-12 alphanumeric characters.

Must contain at least one letter.
Must contain at least one number.
Must contain at least one v

®

®

#* Confirm Password: 2

| -
# Must not contain any invali

®

®

®

®

Must not start with numeric characters.
Must not contain three repeating characters.
Must not be the same as your User ID.
Password must match Confirm Password.

Please select five different security questions and enter their answers below:

# Question 1: * Answer 1:
|Selecl | | |
* Question 2: * Answer 2:
|Select | | |
* Question 3: * Answer 3:
|Selecl | | |
* Question 4: * Answer 4:
|Selecl | | |
#* Question 5: * Answer 5:
|Selecl | | |

oo ) |-
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4. Enter the required data on the User Information page and selecQbetinuebutton.

Logged in as SamElliot Sign Out

@ S Centers for Medicare & Medicaid Services

Identity & Access Management System

User Registration - User Information

3 F:
User Security User Info MFA Setup Review

l Step 1V U Step 2 M step M Fina

Please provide the details below. They will be used to verify your identity.

* indicates required field(s)

Help

« Back to Previous Page

Primary E-mail Address:
sam.elliot@email.com

) |

* First Name: * Personal Phone Number:
Middle Name: * Home Address Line 1:

* Last Name: Home Address Line 2:

Suffix: * Ciity:

| ) |

* Business Phone Number: * Country:

| | |United States |
Fax Number: * State/ Province/ Territory:
| | | SE - Select One ™|
* Date of Birth: (MM/DD/YYYY) * postal/ZIP Code:

* SSN:
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5. The system will attempt to stadardize your address to meet USPS standards. If the standardized
address is different from what you entered. The system will alert you. We encourage you to use the
standardized address unless it is incorrect.

“ )

Select your address ()

A\ Important Note: Your address has been standardized.
Your address has been standardized to USPS standards to your ensure contact
information is accurate. Both the address you entered and your standardized
address are displayed below. If the standardized address is incorrect, you may
choose to use the address you entered by selecting it below. If you wish to modify
the address, select Cancel to return to the address entry page.

* Use Standardized Address:

719 W Holly Ave

Sterling, VA 20164-4621
United States

Use The Address I Entered:

719 W Holly Ave

Sterling, VA 20164
United States

04/21/2020 10
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6. You will be required to set up at least oNaulti-Factor Authentication (MFA) method. And will be
given the option to set up a second (alternative) method. Select your Primary Authentication Method
from the dropdown list and selecontinue

fl\; S Centers for Medicare & Medicaid Services RS SamEliot  Sign Out

Identity & Access Management System Help

User Registration - Multi-Factor Authentication (MFA) Setup

n Step 1V n Step 2 v Step 3

=
User Security User Info MFA Setup Review

= Back to Previous Page
* indicates required field(s)

We need a way to deliver a temporary code to you to verify your identity. We can do this via a phone
number (either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.

Please note the following Text/SMS and Voice Call Details:
* International phone numbers are not supported.
* Standard message and data charges may be applied by your carrier.

* By entering a Mobile Phone Number, you are certifying that you are the account holder or have the holder's
permission to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* Authentication Method:

Select Primary Authentication Method ﬂ |

(conmee ) [

¥ Authentication Method:

Phone Number Text/SMS h
E-mail Address
Phone Mumber Voice Call

04/21/2020 11
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7. If you select Enail Address, the -enail address Wil be prepopulated with your primary enail
address you entered when you started registration, however you may change it.

S Centers for Medicare & Medicaid Services R somERist  Sign Out

Identity & Access Management System (7] Help

User Registration - Multi-Factor Authentication (MFA) Setup

l Step 1 W l Step 2 v Step 3 M Fina

User Security User Info MFA Setup Review

# Back to Previous Page

* indicates required figld(s)

We need a way to deliver a temporary code to you to verify your identity. We can do this via a phone
number (either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.
Please note the following Text/SMS and Voice Call Details:

» International phone numbers are not supported.

» Standard message and data charges may be applied by your camer.

= By entering a Mobile Phone Number, you are certifying that you are the account holder or have the holder's
permissicn to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* authentication Method:
E-mail Address |

You can use the E-mail Address associated with your I&A account or enter a new one.

* E-mail Address where you will receive your verification code

|sam.e||iot@email.com |

Select the Send E-mail button to verify that it works.

| con
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If you select Phone Number Text/SMS, you must enter your 10 digit phone number.
Please select a Multi-Factor Authentication Method:

* Authentication Method:
[Phone Number Text/SMS [v]]

* Phone Number:
Enter your 10 digit phone number the way you normally dial it.

((703) 5551212 |

| o

If you select Phone Number Voice Call, yowshamter your 10 digit phone number, and have the ability
to enter an extension.

Please select a Multi-Factor Authentication Method:

* Authentication Method:
|F’hn}ne Number Voice Call |

* Phone Number:
Enter your 10 digit phone number the way you normally dial it.

(703) 5551212 |

Extension:
Enter your phone number extension if applicable.

|12345 |

Y | o

04/21/2020 13
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8. Enter the code you receive and sel&frify Code
If for some reason you do not receive a code, selecRasend Enail (Resend Text/SM8&r Call Agair)

button to have anew code sent to you. If you needdbange your method or update yourraalil
addresses (Phone Number, if you selected Text/SMS or Voice CalltlseRatk to Setup Pagknk to
start the set up again.

(/ S Centers for Medicare & Medicaid Services B ot San Out

Identity & Access Management System (7] Help

User Registration - Multi-Factor Authentication (MFA) Setup - Verify Code

lStep 1w lStep 2 v Step 3 M Fina

User Security User Info MFA Setup Review

« Back to Previous Page

* indicates required field(s)

An E-mail was sent to sam.elliot@email.com

* Enter Code:

Haven't received an E-mail yet? B0 0 Fm =Tl '

Neead to make changes where you receive your code? Back to Setup Page

Verify Code ¥ | concel
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If you selected Phone Number Text/SMS, youseié the following on the verification page

A Text/SMS was sent to (703) 555-1212

* Enter Code: | |

Haven't received a Text/SMS yet? Qe LML= L '

Meed to make changes where you receive your code? Back to Setup Page

If you selected Phone Number Voicall, you will see the following on the verification page

A call was made to (703) 555-1212 X 12345

* Enter Code:

63814 |

Haven't received a call yet? [le1ILY 0] }

Need to make changes where you receive your code? Back to Setup Page

04/21/2020
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9. Your Primary MFA Method was successfully set up. You magmaegeto either set up an
alternative (secondjnethod, orComplete your registration.

10. Your registration is complete, select tmntinue to Homepage button to be navigated to your I&A
Home page

04/21/2020 16











































































































































































































































































